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Bristol Refugee Rights
Data Protection Policy

1. Purpose

This policy sets out the obligations of Bristol Refugee Rights (BRR), a
company registered in Great Britain under number 5669208, whose
registered office is at Wellspring Settlement, 43 Ducie Road, Bristol, BS5
OAX regarding data protection and the rights of individuals whose personal
data we collect (“data subjects”) in respect of their personal data under the
UK GDPR (Retained Regulation (EU) 2016/679 (UK GDPR) and the Data
Protection Act 2018 (DPA 2018)).

The UK GDPR defines “personal data” as any information relating to an
identified or identifiable natural person (a “data subject”); an identifiable
natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification
number, location data, an online identifier, or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural, or social
identity of that natural person.

This policy sets BRR’s obligations regarding the collection, processing,
transfer, storage, and disposal of personal data. The procedures and
principles set out herein must be followed at all times by BRR, its
employees, contractors, or other parties working on behalf of BRR.

BRR is committed not only to the letter of the law, but also to the spirit of
the law and places high importance on the correct, lawful, and fair handling
of all personal data, respecting the legal rights, privacy, and trust of all
individuals with whom it deals.

2. The Data Protection Principles

This policy aims to ensure compliance with the UK GDPR. The UK GDPR
sets out the following principles with which any party handling personal
data must comply. All personal data must be:

a. Processed lawfully, fairly, and in a transparent manner in relation to the
data subject.

b. Collected for specified, explicit, and legitimate purposes and not further
processed in a manner that is incompatible with those purposes. Further
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processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes shall not be
considered to be incompatible with the initial purposes.

c. Adequate, relevant, and limited to what is necessary in relation to the
purposes for which it is processed.

d. Accurate and, where necessary, kept up to date. Every reasonable step
must be taken to ensure that personal data that is inaccurate, having
regard to the purposes for which it is processed, is erased, or rectified
without delay.

e. Keptin a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data is
processed. Personal data may be stored for longer periods insofar as
the personal data will be processed solely for archiving purposes in the
public interest, scientific or historical research purposes, or statistical
purposes, subject to implementation of the appropriate technical and
organisational measures required by the UK GDPR in order to
safeguard the rights and freedoms of the data subject.

f. Processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction, or damage, using appropriate
technical or organisational measures.

3. Notification

BRR has registered with the Information Commissioner as a Joint Data
Controller that engages in processing personal information of data
subjects. BRR has audited all of the personal data that it processes and
recorded it.

BRR will keep a copy of all notifications it makes to the Information
Commissioner’s office (ICO) in its Data Protection folder on the shared
drive and will keep a record of all notifications made in an ICO Notification
Handbook.

4. Good practice

Bristol Refugee Rights shall ensure compliance with data protection
legislation and good practice, at all times by:

a. Processing personal information only when to do so is absolutely
necessary for organisational purposes;

b. Ensuring that the least possible amount of personal data is collected,
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and that personal data is never processed unduly;

Informing individuals of how their personal data is or will be used and by
whom;

Processing only pertinent and adequate personal data;

Processing personal data in a lawful and fair manner;

Keeping a record of the various categories of personal data processed;
Ensuring that all personal data that is kept is accurate and up-to-date;

Retaining personal data no longer than required by statute or regulatory
body, or for organisational purposes;

Giving individuals the right of ‘subject access’, as well as all other
individual rights pertaining to their personal data;

Ensuring that all personal data is maintained securely;

Transferring personal data outside of the EU only in situations where it
shall be appropriately secured;

The Rights of Data Subjects

The UK GDPR sets out the following rights applicable to data subjects:

5.

a. The right to be informed,

The right of access;

The right to rectification;

The right to erasure (also known as the ‘right to be forgotten’);
The right to restrict processing;

The right to data portability;
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. The right to object; and
h. Rights with respect to automated decision-making and profiling.
Lawful, Fair, and Transparent Data Processing

The UK GDPR seeks to ensure that personal data is processed lawfully,
fairly, and transparently, without adversely affecting the rights of the data
subject. The UK GDPR states that processing of personal data shall be
lawful in specified circumstances as set out in Appendix D. BRR will ensure
that data is only processed in accordance with those conditions.
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6. Accuracy of Data and Keeping Data Up-to-Date

BRR shall ensure that all personal data collected, processed, and held by it
Is kept accurate and up-to-date. This includes, but is not limited to, the
rectification of personal data at the request of a data subject.

The accuracy of personal data shall be checked when it is collected and at
regular intervals thereafter. If any personal data is found to be inaccurate or
out-of-date, all reasonable steps will be taken without delay to amend or
erase that data, as appropriate.

7. Data Retention

BRR shall not keep personal data for any longer than is necessary in light
of the purpose or purposes for which that personal data was originally
collected, held, and processed.

When personal data is no longer required, all reasonable steps will be
taken to erase or otherwise dispose of it without delay.

The Retention Schedule at Appendix A sets out the length of time that
different types of data will be kept. BRR will keep some items of
information for longer than others. The retention period will never be for
longer than is necessary.

8. Secure Processing

BRR shall ensure that all personal data collected, held, and processed is
kept secure and protected against unauthorised or unlawful processing and
against accidental loss, destruction, or damage.

9. Accountability and Record-Keeping

BRR does not have a Data Protection Officer. The Data Protection Lead
(DPL) is the Office Manager. The DPL is responsible for working with other
senior managers to oversee implementation of this policy and for
monitoring compliance with the UK GDPR and other applicable data
protection legislation.

BRR shall keep written internal records of all personal data collection,
holding, and processing, which shall incorporate the following information:

e The name and details of BRR and any applicable third-party data
processors;

e The purposes for which BRR collects, holds, and processes personal
data;
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e Details of the categories of personal data collected, held, and processed
by BRR, and the categories of data subject to which that personal data
relates;

e Details of any transfers of personal data to non-EEA countries including
all mechanisms and security safeguards;

¢ Details of how long personal data will be retained by BRR; and

e Detailed descriptions of all technical and organisational measures taken
by BRR to ensure the security of personal data.

10. Data Protection Impact Assessments

BRR’s data processing activities have undergone an initial Privacy Impact
Assessment (PIA) and subsequent PIAs throughout its lifecycle.

A subsequent PIA may be carried out in the following circumstances:

® \When setting up a new IT system;

® \When new legislation, policies or related matters affecting privacy, are
developed;

® \When launching a data sharing initiative; and/or

® \When personal data is used for new purposes.

The Director or DPL is responsible for determining whether a full PIA is
required. This decision will be based on a PIA questionnaire, which must be
undertaken for the purposes of making such a determination.

11. Keeping Data Subjects Informed
BRR shall provide the information set out below to every data subject:

e Where personal data is collected directly from data subjects, those data
subjects will be informed of its purpose at the time of collection; and

e Where personal data is obtained from a third party, the relevant data
subjects will be informed of its purpose:

o if the personal data is used to communicate with the data subject,
when the first communication is made; or

o Iif the personal data is to be transferred to another party, before that
transfer is made; or

o as soon as reasonably possible and in any event not more than one
month after the personal data is obtained.

The following information shall be provided:
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e Details of BRR;

e The purpose(s) for which the personal data is being collected and will be
processed and the legal basis justifying that collection and processing;

e Where applicable, the legitimate interests upon which BRR is justifying its
collection and processing of the personal data;

e Where the personal data is not obtained directly from the data subject,
the categories of personal data collected and processed;

e Where the personal data is to be transferred to one or more third parties,
details of those parties;

e Details of data retention:
e Details of the data subject’s rights under the UK GDPR;

e Details of the data subject’s right to withdraw their consent to BRR’s
processing of their personal data at any time;

e Where applicable, details of any legal or contractual requirement or
obligation necessitating the collection and processing of the personal data
and details of any consequences of failing to provide it; and

e Details of any automated decision-making or profiling that will take place
using the personal data, including information on how decisions will be
made, the significance of those decisions, and any consequences.

12. Consent
Consent to the processing of personal data by the data subject must be:

e Freely given and should never be given under duress, when the data
subject is in an unfit state of mind or provided on the basis of misleading
or false information;

Explicit;

Specific;

A clear and unambiguous indication of the wishes of the data subject;
Informed,;

Provided either in a statement or by unambiguous affirmative action;
Demonstrated by active communication between the data controller and
the data subject and must never inferred or implied by omission or a lack
of response to communication;
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e In relation to sensitive data, consent may only be provided in writing,
unless there is an alternative legitimate basis for the processing of
personal data.

We will endeavor to ensure that is provided to our members, and anyone
else who may need it, in their own language. This is in line with our Equity,
Diversity and Inclusion Policy.

13. Data Subject Access

Data subjects may make subject access requests (“SARs”) at any time to
find out more about the personal data which BRR holds about them, what it
Is doing with that personal data, and why.

Employees wishing to make a SAR should do so using a Subject Access
Request Form, Appendix B, sending the form to BRR’s Data Protection Lead
at the registered office address.

Responses to SARs shall normally be made within one month of receipt,
however this may be extended by up to two months if the SAR is complex
and/or numerous requests are made. If such additional time is required, the
data subject shall be informed.

All SARs received shall be handled by BRR’s Data Protection Lead.

BRR does not charge a fee for the handling of normal SARs. BRR reserves
the right to charge reasonable fees for additional copies of information that
has already been supplied to a data subject, and for requests that are
manifestly unfounded or excessive, particularly where such requests are
repetitive.

14. Rectification of Personal Data

Data subjects have the right to require BRR to rectify any of their personal
data that is inaccurate or incomplete.

BRR shall rectify the personal data in question, and inform the data subject
of that rectification, within one month of the data subject informing BRR of
the issue. The period can be extended by up to two months in the case of
complex requests. If such additional time is required, the data subject shall
be informed.

In the event that any affected personal data has been disclosed to third
parties, those parties shall be informed of any rectification that must be made
to that personal data.
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15. Erasure of Personal Data

Data subjects have the right to request that BRR erases the personal data it
holds about them in the following circumstances:

e Itis no longer necessary for BRR to hold that personal data with respect
to the purpose(s) for which it was originally collected or processed,;

e The data subject wishes to withdraw their consent to BRR holding and
processing their personal data;

e The data subject objects to BRR holding and processing their personal
data (and there is no overriding legitimate interest to allow BRR to
continue doing so);

e The personal data has been processed unlawfully;

e The personal data needs to be erased in order for BRR to comply with a
particular legal obligation.

Unless BRR has reasonable grounds to refuse to erase personal data, all
requests for erasure shall be complied with, and the data subject informed
of the erasure, within one month of receipt of the data subject’s request. The
period can be extended by up to two months in the case of complex requests.
If such additional time is required, the data subject shall be informed.

In the event that any personal data that is to be erased in response to a data
subject’s request has been disclosed to third parties, those parties shall be
informed of the erasure (unless it is impossible or would require
disproportionate effort to do so).

16. Restriction of Personal Data Processing

Data subjects may request that BRR ceases processing the personal data it
holds about them. If a data subject makes such a request, BRR shall retain
only the amount of personal data concerning that data subject (if any) that is
necessary to ensure that the personal data in question is not processed
further,

In the event that any affected personal data has been disclosed to third
parties, those parties shall be informed of the applicable restrictions on
processing it (unless it is impossible or would require disproportionate effort
to do so).

17. Objections to Personal Data Processing

Data subjects have the right to object to BRR processing their personal data
based on legitimate interests, direct marketing (including profiling), and
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processing for scientific and/or historical research and statistics purposes.

Where a data subject objects to BRR processing their personal data based
on its legitimate interests, BRR shall cease such processing immediately,
unless it can be demonstrated that BRR’s legitimate grounds for such
processing override the data subject’s interests, rights, and freedoms, or that
the processing is necessary for the conduct of legal claims.

Where a data subject objects to BRR processing their personal data for direct
marketing purposes, BRR shall cease such processing immediately.

Where a data subject objects to BRR processing their personal data for
scientific and/or historical research and statistics purposes, the data subject
must, under the UK GDPR, “demonstrate grounds relating to his or her
particular situation”. BRR is not required to comply if the research is
necessary for the performance of a task carried out for reasons of public
interest.

18. Automated Decision-Making

BRR does not use personal data in automated decision-making processes.
19. Profiling

BRR does not use personal data for profiling purposes.

20. Data Security - Transferring Personal Data and Communications

BRR shall ensure that the following measures are taken with respect to all
communications and other transfers involving personal data:

e Emails containing personal data should be encrypted — we are in the
process of ensuring all staff have access to appropriate encryption
software and training on how to use it;

¢ All emails containing personal data must be marked “confidential’;

e Personal data may be transmitted over secure networks only;
transmission over unsecured networks is not permitted in any
circumstances;

e Personal data may not be transmitted over a wireless network if there is
a wired alternative that is reasonably practicable;

e Where personal data is to be sent by facsimile transmission the recipient
should be informed in advance of the transmission and should be waiting
by the fax machine to receive the data,

e Where personal data is to be transferred in hardcopy form it should be
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passed directly to the recipient or sent via Royal Mail; and

e All personal data to be transferred physically, whether in hardcopy form
or on removable electronic media shall be transferred in a suitable
container marked “confidential’.

21. Data Security - Storage

BRR shall ensure that the following measures are taken with respect to the
storage of personal data:

e All electronic copies of personal data should be stored securely using
passwords and, where applicable 2-step log-on;

e All hardcopies of personal data, along with any electronic copies stored
on physical, removable media should be stored securely in a locked box,
drawer, cabinet, or similar;

Please see the BRR Information Security and IT Policy for details of
how to look after electronically held personal data.

22. Data Security - Disposal

When any personal data is to be erased or otherwise disposed of for any
reason (including where copies have been made and are no longer needed),
it should be securely deleted and disposed of. For further information on the
deletion and disposal of personal data, please refer to the BRR Information
Security and IT Policy.

23. Organisational Measures

BRR shall ensure that the following measures are taken with respect to the
collection, holding, and processing of personal data:

e Staff, volunteers, contractors, or other parties working on behalf of BRR
shall be made fully aware of both their individual responsibilities and
BRR’s responsibilities under the UK GDPR and under this policy, and
shall be provided with a copy of this policy;

e Only staff, volunteers, or other parties working on behalf of BRR that need
access to, and use of, personal data in order to carry out their work shall
have access to personal data held by BRR;

e Staff, volunteers or other parties working on behalf of BRR handling
personal data will be appropriately trained to do so;

e Staff, volunteers or other parties working on behalf of BRR handling
personal data will be appropriately supervised,
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e Staff and volunteers will not discuss personal details with a member of
staff or volunteer in places where information could be overheard by a
third party;

e Private interview rooms will be used for meetings with members about
confidential matters where there is a risk of being overheard;

e Staff, volunteers or other parties working on behalf of BRR handling
personal data shall be required and encouraged to exercise care, caution,
and discretion when discussing work-related matters that relate to
personal data, whether in the workplace or otherwise;

e Methods of collecting, holding, and processing personal data shall be
regularly evaluated and reviewed;

e All personal data held by BRR shall be reviewed periodically;

e Staff, volunteers or other parties working on behalf of BRR handling
personal data will be bound to do so in accordance with the principles of
the UK GDPR and this policy by contract;

¢ Any other parties working on behalf of BRR handling personal data must
ensure that any and all of their employees who are involved in the
processing of personal data are held to the same conditions as those
relevant employees of BRR arising out of this Policy and the UK GDPR,;
and

e Where any other party working on behalf of BRR handling personal data
fails in their obligations under this Policy that party shall indemnify and
hold harmless BRR against any costs, liability, damages, loss, claims or
proceedings which may arise out of that failure.

24. Third Party Processors

Where there is a business requirement to work with third parties, BRR will
enter into a formal agreement regarding information security with that third-
party service provider.

The Data Protection Lead and all third-party relationship owners will ensure
that these agreements are in line with this procedure. All contracts must
implement adequate security controls, delivery levels and service
definitions and the Data Protection Lead and third-party relationship owners
are responsible for ensuring that these are properly implemented and
maintained by the third party, carrying out risk assessments as and when
required by this policy.
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25. Transferring Personal Data to other countries

BRR will not normally transfer any data outside of the UK. It will only do so
In necessary circumstances with the informed consent of the data subject
and will only do so to countries covered by the EC Adequacy Decision (EU
countries, Andorra, Argentina, Faroe Islands, Guernsey, Isle of Man, Israel,
Jersey, New Zealand, Switzerland and Uruguay).

26. Data Breach Notification

All personal data breaches must be reported immediately to BRR’s Data
Protection Lead.

If a personal data breach occurs and that breach is likely to result in a risk to
the rights and freedoms of data subjects (e.g. financial loss, breach of
confidentiality, discrimination, reputational damage, or other significant
social or economic damage), the Data Protection Lead must ensure that the
Information Commissioner’s Office is informed of the breach without delay,
and in any event, within 72 hours after having become aware of it.

In the event that a personal data breach is likely to result in a high risk (that
Is, a higher risk than that described under Part 29.2) to the rights and
freedoms of data subjects, the Data Protection Lead must ensure that all
affected data subjects are informed of the breach directly and without undue
delay.

Data breach notifications shall include the following information:
e The categories and approximate number of data subjects concerned,;

e The categories and approximate number of personal data records
concerned;

e The name and contact details of BRR’s Data Protection;
e The likely consequences of the breach;

e Details of the measures taken, or proposed to be taken, by BRR to
address the breach including, where appropriate, measures to mitigate its
possible adverse effects.

This policy will be reviewed three yearly by the Staffing Sub-Committee of

the Board of Trustees.
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Appendix A
Data Retention Schedule

Type of record Retained for:

Why retained

Employee information 7 years from the
termination of

employment

The purpose for which BRR holds any information
about Employees after the end of employments is
for use solely in relation to residual employment
related matters including, but not limited to; the
provision of job references, processing
applications for re-employment, matters relating to
retirement benefits, the fulfilment of contractual or
statutory obligations.

Job candidate information | 6 months/lyear

The records of those not shortlisted for interview
will be kept for 6 months and for 1 year for those
invited for interview. This allows for revisit if the
recruitment is unsuccessful and also for challenge
of the recruitment process.

Finance records 7 years Statutory guidelines

Early Years Project pupil Until the child In line with statutory limitation periods and in line

information reaches the age of with Ofsted and BAND which recommend at least
24 10 years after last contact

Child Protection records 10 years from last

contact

This information is retained for this period in line
with OFSTED and BAND recommendations. This
is for the purpose of evidence of any (but not
limited to) child protection health or queries about
procedural issues that may arise later in the
child’s life.

Volunteers, Trustees and
service users (members)

6 years from date of
last contact

This will allow for references to be provided (if
applicable), for funding reporting and for OISC.

Legal Members 1 year from This will allow for the legal member to pay their
expiration of fees within the year and cover their membership
membership for that year.

Volunteer applicant 1 year The information about people who have applied to

information

volunteer but have not been placed will be kept for
1 year to allow placement when possible.

Adult Education budget
funding agreement
records

14 years from the
end of the financial
year in which the last
payment is made or
31/12/34 whichever
is later

Invoices, learner records and all other documents
necessary to verify the provision of the contract
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Appendix B
Subject Access Request Form

1. DATA SUBJECT DETAILS

Mr Mrs Miss Ms Other
Title O O O O O

Surname

First Name(s)
Current Address
Telephone number
Email address

Date of Birth

Means of identification provided to confirm name
of data subject:

Details of data requested:
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2. DETAILS OF PERSON REQUESTING THE INFORMATION

| am the data subject: Yes O No O

Are you acting on behalf of the data subject with their Yes O No O
[written] or other legal authority?

If “Yes’ please state your relationship with the data subject
(e.g. parent, legal guardian or solicitor)

If you are acting on behalf of the data subject please enclose proof that you are legally
authorised to obtain this information and provide your details below.

Mr Mrs Miss Ms Other

Title 0 n 0 0 0

Surname
First Name(s)
Current Address

Telephone number

Email address

DECLARATION

, the signatory and person identified above as
the data subject, hereby request that Bristol Refugee Rights provide me with the personal data
about me identified above.

Signature: Date:

Or

Ly e , the signatory and person identified above as
acting on behalf of the data subject, hereby request that Bristol Refugee Rights provide me with
the personal data about me identified above. | have enclosed proof that | am legally authorised
to obtain this information.

Signature: Date:
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Appendix C

Right to Withdraw Consent Procedure
1. Scope

This procedure covers all situations where the data subject wishes to withdraw his or her
consent for personal data processing.

Withdrawal of consent is defined as any indication on the part of the data subject that he
or she withdraws consent for the processing of their personal data. Withdrawal of consent
must be specific and without ambiguity and shall be provided by the data subject either
by way of a statement or through clear, affirmative action on his or her part.

Withdrawal of consent by the data subject covers all processing activities carried out for
a specific purpose or purposes, for which that data subject provided consent in the first
place.

Withdrawal of consent shall not make unlawful any processing of personal data engaged
in by Bristol Refugee Rights prior to the withdrawal of consent.

2. Responsibilities

As a data controller, Bristol Refugee Rights is responsible for administering the
withdrawal of consent on the part of the data subject, under the oversight of the Data
Protection Lead.

3. Withdrawal of consent procedure

Withdrawal of consent is indicated via the Withdrawal of Consent form and Bristol
Refugee Rights must be able to demonstrate that the data subject has withdrawn consent,
by producing the completed form, if required.

If Bristol Refugee Rights was processing the data for multiple purposes, Bristol Refugee
Rights must be able to show that consent has been withdrawn for all purposes.

4. Withdrawal of parental consent procedure

Withdrawal of consent by a holder of parental responsibility is indicated via the Withdrawal
of Parent Consent Form and Bristol Refugee Rights must be able to demonstrate that the
data subject has withdrawn consent, by producing the completed form, if required.
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Data Subject Withdrawal of Consent Form

DATA SUBJECT DETAILS

Mr Mrs Miss Ms Other
Title O O O O O

Surname

First Name(s)
Current Address
Telephone number
Email address

Date of Birth

I, , hereby withdraw my consent for BRR to process my personal
data and therefore BRR no longer has my consent to process my personal data, which | previously
granted.

Signed by data subject:

Date:

Request actioned:

Data Protection Lead signature:

Date:
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Appendix D

Lawful, Fair, and Transparent Data Processing

The UK GDPR seeks to ensure that personal data is processed lawfully,
fairly, and transparently, without adversely affecting the rights of the data
subject. The UK GDPR states that processing of personal data shall be
lawful if at least one of the following applies:

The data subject has given consent to the processing of their personal
data for one or more specific purposes;

The processing is necessary for the performance of a contract to which
the data subject is a party, or in order to take steps at the request of
the data subject prior to entering into a contract with them,;

The processing is necessary for compliance with a legal obligation to
which the data controller is subject;

The processing is necessary to protect the vital interests of the data
subject or of another natural person;

The processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested in the
data controller; or

o The processing is necessary for the purposes of the legitimate
interests pursued by the data controller or by a third party, except
where such interests are overridden by the fundamental rights
and freedoms of the data subject which require protection of
personal data, in particular where the data subject is a child.

If the personal data in question is “special category data” (for example,
data concerning the data subject’s race, ethnicity, politics, religion,
trade union membership, genetics, biometrics (if used for ID purposes),
health, sex life, or sexual orientation), at least one of the following
conditions must be met:

o The data subject has given their explicit consent to the
processing of such data for one or more specified purposes
(unless EU or EU Member State law prohibits them from doing
S0);

o The processing is necessary for the purpose of carrying out the
obligations and exercising specific rights of the data controller or
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of the data subject in the field of employment, social security, and
social protection law;

o The processing is necessary to protect the vital interests of the
data subject or of another natural person where the data subject
Is physically or legally incapable of giving consent;

o The data controller is a foundation, association, or other non-
profit body with a political, philosophical, religious, or trade union
aim, and the processing is carried out in the course of its
legitimate activities, provided that the processing relates solely
to the members or former members of that body or to persons
who have regular contact with it in connection with its purposes
and that the personal data is not disclosed outside the body
without the consent of the data subjects;

o The processing relates to personal data which is clearly made
public by the data subject;

o The processing is necessary for the conduct of legal claims or
whenever courts are acting in their judicial capacity;

o The processing is necessary for substantial public interest
reasons, which shall be proportionate to the aim pursued, shall
respect the essence of the right to data protection, and shall
provide for suitable and specific measures to safeguard the
fundamental rights and interests of the data subject;

o The processing is necessary for the purposes of preventative or
occupational medicine, for the assessment of the working
capacity of an employee, for medical diagnosis, for the provision
of health or social care or treatment, or pursuant to a contract
with a health professional, subject to the conditions and
safeguards referred to in Article 9(3) of the UK GDPR;

o The processing is necessary for public interest reasons in the
area of public health, for example, protecting against serious
cross-border threats to health or ensuring high standards of
quality and safety of health care and of medicinal products or
medical devices, on the basis of suitable and specific measures
to safeguard the rights and freedoms of the data subject (in
particular, professional secrecy); or

o The processing is necessary for archiving purposes in the public
interest, scientific or historical research purposes, or statistical
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purposes in accordance with Article 89(1) of the UK GDPR which
shall be proportionate to the aim pursued, respect the essence
of the right to data protection, and provide for suitable and
specific measures to safeguard the fundamental rights and the
interests of the data subject.
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